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Phone Dirt Reveals
Personal Data
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STEP‘ lVocabuIary Preview
ZTNTNOBOOELESEE. G SBA TR TRATREL,

1. device . a. to produce
2. trace e b. to find
3. accurate e C. coverings for hands
4. reveal d. on the other hand
5. substance e. material
6. yield f. to uncover
7. alternatively g. tool
8. come across h. exact
9. profile i. description
10. gloves j. mark

STEP[-) Reading 0

Nowadays we hear a lot about our so-called digital footprint.! Every time
we take an action on a digital device, such as making a call on our cell phone,?
clicking on an Internet link, or “liking” a friend’s Facebook post, we leave an

electronic trace.® If someone can collect enough of these traces, that person could




20

25

build up an extremely accurate picture of our character and habits. , But now

there is a way to find out personal details from a cell phone without using any

digital information at all.

Researchers have reported that traces of skin, oil and dirt* left on your
phone can reveal a lot about your lifestyle, and may someday serve as a kind
of “fingerprint”® in criminal investigations.® In a study, volunteers allowed
scientists to swab’ their smart phones and right hands in several places. The
researchers found large amounts of chemical information on the devices. This
came from substances such as skin creams, hair loss treatments, anti-depressant
drugs® and eye drops.’ They also found food molecules™ from citrus," caffeine,
herbs and spices.

Analyzing the molecules left behind on a phone could yield an amazing
amount of personal information. For example, it could tell if a person is likely
female, uses expensive cosmetics’? or dyes her hair. It could reveal whether
someone drinks coffee, prefers beer to wine, or likes spicy food. It could also
show whether someone is taking medication® for a medical condition such as
depression.™

On a simple level, evidence such as this could help an investigator in the
search for a lost object’s owner. Alternatively, it could possibly be helpful in
a criminal investigation. For example, a crime scene investigator might come
across an object — a phone, a pen or a key, for example — without fingerprints
or DNAP traces, or with fingerprints or DNA not recorded in a database. Even
though the chemical traces would not reveal the owner’s actual identity,' they
could help the investigator build up a picture of the owner’s lifestyle.

At present, this technique is in its very early stages and so is only capable

of giving a very general profile of a person’s lifestyle. In the future, however, if

we wish to maintain our privacy, we may have to put on gloves before picking

up our cell phone.

1. footprint 2#5 / 2. cell phone [cell-phone/cellphone] ##%E5E / 3. trace 28 / 4. dirt
7E1. 35/ 5. fingerprint 154X / 6. criminal investigations JEFE#2Zs / 7. swab ~%#8E T
£REVY % / 8. anti-depressant drugs #15 DF| / 9. eye drops E% / 10. molecules i+ /
11. citrus (DA AL IV7EED) HhAEDE /12, cosmetics LAt / 13. medication E
¥4 / 14. depression 5 DfF / 15. DNA (deoxyribonucleic acid) 74+ U R’ (&&F
DAAK)/ 16. identity [Efx, R4




UNIT 1 Phone Dirt Reveals Personal Data

STEPEIReading Comprehension Check

) True or False
AXDODABREEDTWVWBIBEITT. 2 TVWEWEEIEF ZBATLIEEWN,

1. Using digital devices can tell other people a lot about our personal [T /F]

lives.

2. Chemical traces left on a cell phone can reveal the identity of the [T/F]

owner.
3. Researchers conducted the experiment with the cell phones in secret. [T/ F]

4. Analysis of physical traces could make it easier to return lost objects [T /F]

to their owners.

5. Crime scene investigators are not yet using analysis of physical [T/F]

traces to help them.

B) Word Choice
AXDRABICED LDIT. ZRITANSEDZ 4 DDFREDS 1 DBEATLEL,
1. Digital information about users is whenever they use a digital
device.
(a) allowed (b) recorded (c) revised (d) served

2. The substances found by the researchers include
(@) blood (b) fiber (c) moisture (d) medication

3. Analyzing the molecules can help identify the of the user.
(a) blood type (b) height (c) sex (d) weight

4. The technology is reliable in giving a profile of a person’s lifestyle.

(@) highly (b) mostly (c) partially (d) scarcely

5. It is likely that our privacy cannot be protected unless we wear
gloves.
(a) chemically (b) physically  (c) quickly (d) sufficiently




STEP: ! Best Summary

AXDRBDENE LTHRLBIGEDZE. RDIBEHLRATIIEEL,

1. We should not let our cell phones become too dirty.
2. We should never allow other people to use our cell phones.
3. Physical traces on cell phones can yield personal information.

4. We should change our cell phones more often.

STEP|] Listening For Perception 0
BEEBVT, MERSEAEBEEANTILE, 2L, B (@/an/the) B4
WRRADBELBYET,

1 L
X ) we use a digital device, we leave an electronic trace. It

is possible to analyze these traces to *( ) a personal profile
of someone. Researchers have now found another way to use a cell
phone to find out personal information. They have ¥( )
traces of skin, oil and dirt that people leave on their cell phone. These
traces of cosmetics, medication or food and drink cannot %( )

someone’s identity, but they can help to create a general profile of our

likes and *( ). This could be helpful in finding the owner of
a & ) object. In the future, it could also help people who are
investigating ”( ).

1 I




Phone Dirt Reveals Personal Data
STEP'a Writing

AXADTHEOE IDNTEX (A) B) Z5E(CL T ELVWEXICGSESIC [ TR
DFEAZELENEZTLEEL,

(A) There are some ways

[ she lives / directly / without asking her / where / to find out ]
(FNCEEBEDESTEH, REDEFATVBHERZR DT HIHEINDEH5)

(B) This machine is in its very early stages and

[ capable of / only / from Japanese into English / translating short

messages / so is ]
(C OHHIE & < FFRAHRBEICH B Tcsd. LA Y =DV DHISRRLOTELLY)

STEPEI Discussion

TOBEBITXH LT X7 EWETIV—TTREBTELE > TLEEL, TD Useful
Expressions £5E(C LT EELN,

What can you do to protect your privacy online?

©

y

Useful Expressions /

[_] The most effective way is to
[ AllTcan do is to .
] I would like to but

[_] T don’t think we need to do anything to protect our privacy online because

/

[_] It's impossible to protect our privacy online because




